Blue Cross® Blue Shield® of Michigan
Blue Care Network of Michigan

NOTICE OF PRIVACY PRACTICES

FOR MEMBERS OF OUR NONGROUP AND UNDERWRITTEN GROUP PLANS
INCLUDING MEDICARE ADVANTAGE AND PRESCRIPTION DRUG PLANS

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

Affiliated entities covered by this notice

This notice applies to the privacy practices of the following affiliated covered entities that may share your
protected health information as needed for treatment, payment and health care operations.

e Blue Cross Blue Shield of Michigan
* Blue Care Network of Michigan

Our commitment regarding your protected health information

We understand the importance of your Protected Health Information (hereafter referred to as “PHI”) and follow
strict polices (in accordance with state and federal privacy laws) to keep your PHI private. PHI is information
about you, including demographic data, that can reasonably be used to identify you and that relates to your past,
present or future physical or mental health, the provision of health care to you or the payment for that care. Our
policies cover protection of your PHI whether oral, written or electronic.

In this notice, we explain how we protect the privacy of your PHI, and how we will allow it to be used and
given out (“disclosed”). We must follow the privacy practices described in this notice while it is in effect. This
notice takes effect September 30, 2016 and will remain in effect until we replace or modify it.

We reserve the right to change our privacy practices and the terms of this notice at any time, provided that
applicable law permits such changes. These revised practices will apply to your PHI regardless of when it was
created or received. Before we make a material change to our privacy practices, we will provide a revised notice
to our subscribers.

Where multiple state or federal laws protect the privacy of your PHI, we will follow the requirements that
provide greatest privacy protection. For example, when you authorize disclosure to a third party, state laws
require BCBSM to condition the disclosure on the recipient’s promise to obtain your written permission to
disclose your PHI to someone else.

WP 1296 AUG 20 1



Our uses and disclosures of protected health information
We may use and disclose your PHI for the following purposes without your authorization:

o To you and your personal representative: We maydisclose your PHI to you or to your personal
representative (someone who has the legal right to act for you).

o For treatment: We may use and disclose your PHI to health care providers (doctors, dentists, pharmacies,
hospitals and other caregivers) who request it in connection with your treatment. For example, we may
disclose your PHI to health care providers in connection with disease and case management programs.

o For Payment: We may use and disclose your PHI for our payment-related activities and those of health
care providers and other health plans, including:

* Obtaining premium payments and determining eligibility for benefits
» Paying claims for health care services that are covered by your health plan
+ Respondingto inquiries, appeals and grievances

* Coordinating benefits with other insurance you mayhave

o For health care operations: We may use and disclose your PHI for our health care operations, including
for example:

* Conducting quality assessment and improvement activities, including peer review, credentialing of
providers andaccreditation

* Performing outcome assessments and health claims analyses
* Preventing, detecting and investigating fraud and abuse

» Underwriting, rating and reinsurance activities (although we are prohibited from using or disclosing any
genetic information for underwriting purposes)

* Coordinating case and disease management activities
» Communicating with you about treatment alternatives or other health-related benefits and services

» Performing business management and other general administrative activities, including systems
management and customer service

We may also disclose your PHI to other providers and health plans who have a relationship with you for certain
health care operations. For example, we may disclose your PHI for their quality assessment and improvement
activities or for health care fraud and abuse detection.

o To others involved in your care: We may, under certain circumstances, disclose to a member of your
family, a relative, a close friend or any other person you identify, the PHI directly relevant to that person’s
involvement in your health care or payment for health care. For example, we may discuss a claim decision
with you in the presence of a friend or relative, unless youobject.

¢ When required by law: We will use and disclose your PHI if we are required to do so by law. For
example, we will use and disclose your PHI in responding to court and administrative orders and subpoenas,
and to comply with workers’ compensation laws. We will disclose your PHI when required by the
Secretary of the Department of Health and Human Services and state regulatory authorities.



For matters in the public interest: We may use or disclose your PHI without your written permission for
matters in the public interest, including forexample:

= Public health and safety activities, including disease and vital statistic reporting, child abuse
reporting, and Food and Drug Administration oversight

» Reporting adult abuse, neglect or domestic violence
* Reporting to organ procurement and tissue donation organizations

« Averting a serious threat to the health or safety of others

For research: We may use and disclose your PHI to perform select research activities, provided that
certain established measures to protect your privacy are in place.

To communicate with you about health-related products and services: We may use your PHI to
communicate with you about health-related products and services that we provide or are included in your
benefits plan. We may use your PHI to communicate with you about treatment alternatives that may be of
interest to you.

These communications may include information about the health care providers in our networks, about
replacement of or enhancements to your health plan, and about health-related products or services that are
available only to our enrollees and add value to your benefits plan.

To our business associates: From time to time, we engage third parties to provide various services for us.
Whenever an arrangement with such a third party involves the use or disclosure of your PHI, we will have a
written contract with that third party designed to protect the privacy of your PHI. For example, we may
share your information with business associates who process claims or conduct disease management
programs on our behalf.

To group health plans and plan sponsors: We participate in an organized health care arrangement with
our underwritten group health plans. These plans, and the employers or other entities that sponsor them,
receive PHI from us in the form of enrollment information (although we are prohibited from using or
disclosing any genetic information for underwriting purposes). Certain plans and their sponsors may receive
additional PHI from BCBSM and BCN. Whenever we disclose PHI to plans or their sponsors, they must
follow applicable laws governing use and disclosure of your PHI including amending the plan documents for
your group health plan to establish the limited uses and disclosures it may make of your PHI.

You may give us written authorization to use your PHI or to disclose it to anyone for any purpose. If you
give us an authorization, you may revoke it in writing at any time. Your revocation will not affect any use
or disclosure permitted by your authorization while it was in effect. Some uses and disclosures of your
PHI require a signed authorization:

For marketing communications: Uses and disclosures of your PHI for marketing communications will
not be made without a signed authorization except where permitted by law.

Sale of PHI: We will not sell your PHI without a signed authorization except where permitted by law.

Psychotherapy notes: To the extent (if any) that we maintain or receive psychotherapy notes about you,
disclosure of these notes will not be made without a signed authorization except where permitted by law.

Any other use or disclosure of your protected health information, except as described in this
Notice of Privacy Practices, will not be made without your signed authorization.



Disclosures you may request

You may instruct us, and give your written authorization, to disclose your PHI to another party for any purpose.
We require your authorization to be on our standard form. To obtain the form, call the customer service number
on the back of your membership card or call 1-313-225-9000.

Individual rights

You have the following rights. To exercise these rights, you must make a written request on our standard
forms. To obtain the forms, call the customer service number on the back of your membership ID card
or call 1-313-225-9000. These forms are also available online at www.bcbsm.com.

o Access: With certain exceptions, you have the right to look at or receive a copy of your PHI contained in
the group of records that are used by or for us to make decisions about you, including our enrollment,
payment, claims adjudication, and case or medical management notes. We reserve the right to charge a
reasonable cost-based fee for copying and postage. You may request that these materials be provided to you
in written form or, in certain circumstances, electronic form. If you request an alternative format, such as a
summary, we may charge a cost-based fee for preparing the summary. If we deny your request for access,
we will tell you the basis for our decision and whether you have a right to furtherreview.

o Disclosure accounting: You have the right to an accounting of disclosures we, or our business associates,
have made of your PHI in the six years prior to the date of your request. We are not required to account for
disclosures we made before April 14, 2003, or disclosures to you, your personal representative or in accordance
with your authorization or informal permission; for treatment, payment and health care operations activities;
as part of a limited data set; incidental to an allowable disclosure; or for national security or intelligence
purposes; or to law enforcement or correctional institutions regarding persons in lawful custody.

You are entitled to one free disclosure accounting every 12 months upon request. We reserve the right to
charge you a reasonable fee for each additional disclosure accounting you request during the same 12-month
period.

* Restriction requests: You have the right to request that we place restrictions on the way we use or
disclose your PHI for treatment, payment or health care operations. We are not required to agree to these
additional restrictions; but if we do, we will abide by them (except as needed for emergency treatment or as
required by law) unless we notify you that we are terminating our agreement.

* Amendment: You have the right to request that we amend your PHI in the set of records we described
above under Access. If we deny your request, we will provide you with a written explanation. If you
disagree, you may have a statement of your disagreement placed in our records. Ifwe accept your request to
amend the information, we will make reasonable efforts to inform others, including individuals you name,
of the amendment.

o Confidential communication: We communicate decisions related to payment and benefits, which may
contain PHI, to the subscriber. Individual members who believe that this practice may endanger them may
request that we communicate with them using a reasonable alternative means or location. For example, an
individual member may request that we send an Explanation of Benefits to a post office box instead of to
the subscriber’s address. To request confidential communications, call the customer service number on the
back of your membership ID card or 1-313-225-9000.

o Breach notification: In the event of a breach of your unsecured PHI, we will provide you with
notification of such a breach as required by law or where we otherwise deem appropriate.
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Questions and complaints
If you want more information about our privacy practices, or a written copy of this notice, please contact us at:

Blue Cross Blue Shield of Michigan
600 E. Lafayette Blvd., MC 1302
Detroit, MI 48226-2998

Attn: Privacy Official

Telephone: 1-313-225-9000

For your convenience, you may also obtain an electronic (downloadable) copy of this notice online at
www.bcbsm.com.

If you are concerned that we may have violated your privacy rights, or you believe that we have inappropriately
used or disclosed your PHI, call us at 1-800- 552-8278. You also may complete our Privacy Complaint form
online at www.bcbsm.com.

You also may submit a written complaint to the U.S. Department of Health and Human Services. We will
provide you with their address to file your complaint upon request. We support your right to protect the privacy
of your PHI. We will not retaliate in any way if you file a complaint with us or with the U.S. Department of
Health and Human Services.

Last Reviewed Date: 8/10/2020
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We speak your language

If you, or someone you’re helping, needs assistance, you have
the right to get help and information in your language at no
cost. To talk to an interpreter, call the Customer Service
number on the back of your card.

Si usted, o alguien a quien usted esta ayudando, necesita
asistencia, tiene derecho a obtener ayuda e informacién en
su idioma sin costo alguno. Para hablar con un intérprete,
llame al numero telefdnico de Servicio al cliente, que aparece
en la parte trasera de su tarjeta.
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Né&u quy vi, hay ngudi ma quy vi dang gitp d&, can tro giup,
quy vi s& cé quyén duwoc gilip va c6 thém thong tin bang ngdn
nglt cla minh mién phi. D& ndi chuyén véi mot théng dich
vién, xin goi s6 Dich vu Khach hang & mat sau thé cda quy vi.

Nése ju, ose dikush gé po ndihmoni, ka nevojé pér asistencé,
keni té drejté té merrni ndihmé dhe informacion falas né
gjuhén tuaj. Pér té folur me njé pérkthyes, telefononi numrin
e Shérbimit té Klientit né anén e pasme té kartés tuaj.
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Jesli Ty lub osoba, ktdrej pomagasz, potrzebujecie pomocy,
masz prawo do uzyskania bezptatnej informacji i pomocy we
wtasnym jezyku. Aby porozmawiac z ttumaczem, zadzwon
pod numer dziatu obstugi klienta, wskazanym na odwrocie
Twojej karty.

Falls Sie oder jemand, dem Sie helfen, Unterstlitzung
bendtigt, haben Sie das Recht, kostenlose Hilfe und
Informationen in lhrer Sprache zu erhalten. Um mit einem
Dolmetscher zu sprechen, rufen Sie bitte die Nummer des
Kundendienstes auf der Riickseite Ihrer Karte an.

Se tu o qualcuno che stai aiutando avete bisogno di
assistenza, hai il diritto di ottenere aiuto e informazioni nella
tua lingua gratuitamente. Per parlare con un interprete,
rivolgiti al Servizio Assistenza al numero indicato sul retro
della tua scheda.

AN, FEEEEHROFDOEY DA TIIEELELE
ENDHZATIEMMNSCENELEL, CHEDEETY
R—brEZY, BREAFLEYTHIENTERE
T HEEANYFEA, BREBFESNDEEEEF
LDH— FORAICERHEEIN-HDREII—H—ERADE
HEESFETHERCLESLY,

Ecnu BaM unu nuity, KOTOpoMy BBl IOMOTA€eTe, Hy>KHa
TIOMOIIIb, TO BBl UMEETE NPaBO Ha OecIIaTHOE MOJTydYeHHe
oMoIIM 1 nH(popManny Ha BarieM s3bike. J{i1s pasroBopa ¢
NIEpeBOAYMKOM ITO3BOHUTE MO TeaedoHy oTaesa
o0ciy)X1BaHHs KIMEHTOB, YKa3aHHOMY Ha 00paTHOM CTOpOHe
Ballled KapThl.

Ukoliko Vama ili nekome kome Vi pomazete treba pomo¢,
imate pravo da besplatno dobijete pomoc i informacije na
Vasem jeziku. Da biste razgovarali sa prevodiocem, pozovite
broj korisnicke sluzbe sa zadnje strane kartice.

Kung ikaw, o ang iyong tinutulungan, ay nangangailangan ng
tulong, may karapatan ka na makakuha ng tulong at
impormasyon sa iyong wika ng walang gastos. Upang
makausap ang isang tagasalin, tumawag sa numero ng
Customer Service sa likod ng iyong tarheta.

Important disclosure

Blue Cross Blue Shield of Michigan and Blue Care Network
comply with Federal civil rights laws and do not discriminate
on the basis of race, color, national origin, age, disability, or
sex. Blue Cross Blue Shield of Michigan and Blue Care
Network provide free auxiliary aids and services to people
with disabilities to communicate effectively with us, such as
qualified sign language interpreters and information in other
formats. If you need these services, call the Customer Service
number on the back of your card. If you believe that Blue
Cross Blue Shield of Michigan or Blue Care Network has failed
to provide services or discriminated in another way on the
basis of race, color, national origin, age, disability, or sex, you
can file a grievance in person, by mail, fax, or email with:
Office of Civil Rights Coordinator, 600 E. Lafayette Blvd., MC
1302, Detroit, MI 48226, phone: 888-605-6461, TTY: 711,
fax: 866-559-0578, email: CivilRights@bcbsm.com. If you
need help filing a grievance, the Office of Civil Rights
Coordinator is available to help you.

You can also file a civil rights complaint with the U.S.
Department of Health & Human Services Office for Civil
Rights electronically through the Office for Civil Rights
Complaint Portal available at
https://ocrportal.hhs.qov/ocr/portal/lobby.jsf, or by mail,
phone, or email at: U.S. Department of Health & Human
Services, 200 Independence Ave, S.W., Washington, D.C.
20201, phone: 800-368-1019, TTD: 800-537-7697,

email: OCRComplaint@hhs.gov. Complaint forms are
available at http://www.hhs.qgov/ocr/office/file/index.html.
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